OCTOPOXHO:
TENE®OHHbIE MOLLEHHUKW!
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KAK SALLIMTUTDBCH
OoT ®PULLIMHTA

DUWKMHT — B, MOLIEeHHUYECTBAa, KOraa y YenoBeka KkpagyT
rnepcoHanbHbie AaHHbIE UKW AeHbrM C MOMOLLbIO CAMTOB-NOAAENOK.
YacTo MOWEHHWKU AenaloT CanTbl, KOTOpble KaK ABe Kanju BoAabl
MOXOXKM Ha CaiTbl peanbHbiX OpraHu3auumn

KAK MOXXHO OKA3ATbCH
HA ®ULLUHIOBOM CAUTE?

Mo cCbNKaM U3 UHTEPHEeTa UNU 3NeKTROHHOW NoYThl, CMC,
COOBLWEeHU B COLICETAX WU MeCCeHKepax, pexknamb,
OBbABNEHUIA O NOTEPENAX, PACNPOAANKAX, KOMMEHCAUMUAX

OT rocynapcrea

XaKepbl H4acCTO B3/1aMbiBalOT YY)KMEe aKKayHThl,
" 4>numnroean CCbiNNKa MOXXeT npuﬁ'm AaXKe OT 3HAKOMbIX

KAK PACIMNO3HATb
DOULLIMHIOBbIA CAUT?

Appec OTNIMYaeTca OT HACTOSWEro Nulb Napon CUMBOMOB
B agpecHo cTpoke HeT https 1 3Hauka 3akpbiTOro 3amka
OuvsaiiH CKONUMpoBaH HEKaYeCTBEeHHO, B TEKCTaX eCTb OWnbKM

Y camTa Mano CTpaHuL, Unu aaXke oaHa — AJis BBOAa AaHHbIX
KapTbl

KAK YBEPEYbCH OT ®ULLINHIA?

YCTaHOBUTE aHTUBUPYC U PerynspHo obHosnsinTe ero
CoxpaHsainTe B 3aKk/agkax agpeca Hy»HbiX CanTos
He nepexoauTe NO NOAO3PUTENbHBIM CCbIIKAM

Ucrnionb3yiTe OTAENbHYIO KapTy AN NOKYMNOK B UHTEPHETE,
KNaauTe Ha Hee HY>KHYIO CYMMY NpaMo nepen onnaTtom

Moppo6Hee o npasunax gzl:il;ggeau
KubeprurneHbl YATanTe Ha
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TENEDPOHHbIE MOLLEHHUKMUA!

S NMPUSHAKOB OBMAHA

HA BAC
BbIXOOAT CAMU

AdepucTbl MOryT
NpeacTaBUTLCA CNyXx6om
6e3onacHocTu 6aHka,
HaNnorosomn,

NpoKypaTypom

Nio6ov HeoXuaaHHbIN
3BOHOK, CMC unu nucbMmo —
NnoBOA HACTOPOXUTLCA

3BOHAT
13 Ganka, nonuumn
WY ApYron opranmsaumn?

PALYIOT BHE3ANHOM
BbIFOAOM UNU NYTAIOT ~ YVBEOWTEC,
CunbHblie amMoumm YTO 3TO HE MOWEHHWKK!
NpUTYNNAIOT

6AUTEeNnbHOCTD

@ BAXKHO!

CoTpyaHuku 6aHKOB 1 nonuuum a
HUKOIOA He cnpawusaioT *
PEKBU3UTbI KapTbl, Naponu

13 CMC, nepcoHanbHblie gaHHbie
M He NPOCAT CoBeplaTh
nepesoab! C Balwen KapTbl

3

Rl
Kak 3awmTuTb cBoM GUHaHCHI,

E" - yuTanTe Ha fincult.info

e HA BAC OABAT

AdepucTbl Bcerpa
TOPONSAT, YTO6bI

y Bac He 6bino
BpeMeHu Bce obaymaTb

o FOBOPAT O AEHBIAX

MpepnaraoT cnacTvm
cbepexeHus, Nony4ymnTb
KOMMEHCaUMIO UNU BIIOXUTBCS
B UHBECTULIMOHHbIV NPOEKT

e NMPOCAT COOBLLUTD
OAHHbBIE

3N0OyMbIWNEHHUKOB
UHTEPECYIOT PeKBU3UTDI
KapTbl, Naponu 1 Koabl

13 6aHKOBCKMX yBEAOMNEeHUM

HUKOIrAA HUKOMY
HE COOBLLAUTE:

Koabl ns CMC

TPEeX3HauHblA Ko Ha O60pPOTHOM
cTopoHe kapTbl (CVV/CVC)

PIN-kon
Naponu/norvHbl K 6aHKOBCKOMY
NPUNIOXEHUIO U OHNaNH-6aHKy

KOQoBoOe Cnoso
nepcoHanbHbie AaHHbIe

®duHaHcoBan
KynbTypa
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KAK SALLUTUTD
CBOUTALOXXETDbI OT BUPYCOB

BUPYCbI:

+ OTKPbIBAIOT yAaNeHHbIA AOCTYN K BalleMy YCTPOWCTBY
« KpagyT NIOruHbl M Naposiu OT OHNAaNH- U MoGunbHOro 6aHka
« NepexBaTbIBalOT CeKPEeTHbIE KOAbl U3 COOBLEHUH

3anony4uB 3TM flaHHble, KUGEpPNpPecTyNHUKK
MOTYT MOXUTUTb BCE AE€HbIr1 C BallUX CHETOB

3aBucaer, nepes3arpy>aeTca Uin OTKIIOHaeTCca
KAK NMOHATD,

4YTO YCTPOMCTBO 3APAXKEHO? Camo 3asepwaeTt paboTty NpUIoXeHun

lNMokasbiBaeT BCNNbIBAOWMUE OKHa

Tepser o6bem namaTm

MozeonuTe B 6aHK U NnonpocuTe 3ab/10KMPOBaTh AOCTYN

YTO OENATD, K OHNaiH- U MOBUNBLHOMY GaHKY M BCE KapTbl, KOTOPbIie
ECNU HA YCTPO‘.&CTBE BUPYC? MCMNONbL30Banu Ha yCTponcree
O6parurech B CEpPBUCHbIN LEHTP, HTOObI BbINEYUTb ragxer

MepeBbinycTuTe KapThl, CMEHUTE NIOrMH U Naponb
OT OH/MaKH-6aHKa M 3aHOBO YCTaHOBUTE GaHKOBCKOE NpUnoXeHue

Wcnone3yinTe aHTUBUPYC U PerynsipHo ero obHoBnanre

KAK SALWLIMTUTD 5 -
2 " e nepexoauTe Nno ccbi/ikam OT HE3HaKOMUERB, He yCTaHaBnuBeanTe
YCTPOUCTBO OT BUPYCOB? NpPorpamMmbl Mo Ux NPocb6e u He UCMONb3YNTe HYyXue hNewKu

CkauymnBanTe NPUNOXEHUSA TONBbKO U3 NPOBEPEHHbIX UCTOHHUKOB
OG6GHOBNANTE ONEPAUNOHHYIO CUCTEMY YCTPOMCTEA

WN36eranrte obwenocrynHbix Wi-Fi-ceten

Moppo6Hee o 3aWuTe ranXxeTos duHaHcoBanA
quTarTe Ha [ncuitnio KynbTypa




OT OHJTANH-MOLWEHHUKOB

Y1061 gOo6paThCca A0 BawmnXx 6aHKOBCKUX CHETOB,
MOLUEHHUKAaM HY>XXHbl Balln NepcoHanbHble AaHHble
U PEKBU3UTbI KapT

Kakue cxeMbl UCnonb3ytoT apepucTbi?

OBELWAKOT 30J10TbIE NOPbI
Onpocekl 38 BO3HArpaxXaeHWe, CoUnanbHbie BeINNaTthl Ny CRepXnNpubsinbHBIe
MHBECTUUMOHHbIE NPOEKTLI, MapaHTus GLICTPOro 060raleHns — NPU3Hak o6Maxa

SAMAHUBAIOT HA PACIPOOAXMU

Ov"[)OMHhI(? CKWAKW N HASKWE LIEHBI MOTYT OKa3aTeCs MOLWEHHNYECKOW yﬂOHKOH

CMNEKYJIUPYIOT HA TPOMKUX COBbITUAX

Hanpumep, o6LRBNKIOT COOP ACHEr Ha Pas3paloTKy BakUuwWH, oGelaloT BepHYTs
AEHbIMN 338 OTMEHEHHbIE PEHChl UNK NPEeANaralT NONYYNTb MOCYAaPCTBEHHbIE
Aorauuu

MACKUPYIOTCH

PaswirpsiBatoT ponb NPOAABLUORB ¥ NOKyNarenei Ha nonynspHbix Cantax o6baBneHun

A W

Kak obe3onacutb CBOU OieHbIrv
B MHTEepHeTe?

YcTaHoBUTE aHTUBMPYC M PErynsipHo oGHOBNRATE ero

3aBeanTe OTAENBHYIO AS6EeTOBYIO KapTy AN nnartexen
B UHTEPHETE U KNaAUTE Ha HEE HYXHYIO CYMMY nepea onnaron

Bcerga npoBepanTe agpeca 3NeKTPOHHOW NoYTel 1 CAaNTOB —
OHU MOIyT OTAMYATBCH OT OPUUManbHbIX AWML NAPOKN CUMBONOB

He nepexoauTe NO CChIIKaM OT He3HAaKOMUEB —
Cpasy yaAananTe COMHUTENbHbIE COOBLEeHUs

HukoMmy He coobuanTe CBOU NEPCOHanNnbHbie AaHHbIe

MonpobHee o npasunax
KubepryrveHol @ DunaHcoBan

yuTanTe Ha fincult.info KyZibTypa
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MUHWUCTEPCTBO BHYTPEHHMX QEN FEHEPANBHAR MPOKYPATYPA
bank Poccum POCCUICKON GEAEPALIMM POCCHHCKOM GEAEPALIMM

YTO OEJIATDb, ECJI C KAPTDI

YKPAJIN OEHbIN?

© 3AB/IOKUPOBATb ©® HAMUCATb © OBPATUTBHCH
KAPTY SAABNEHUE O HECOITIACUM B NovuuUIio
C ONEPAUUEN

i

+ N0 HoMepy TenedoHa 6aHKa 3aaBneHue QoNXHo Yem 6onblie nwopen

Ha 6aHKOBCKOW KapTe ObITb HANUCaHO: noaaayT 3asBNeHus,

Ny Ha ohUUMansHOM canTe « B TeYeHMe CyTOK nocne TEM BbilLE BEPOSITHOCTb,
» yepes MobUNbLHOE NPUNoXeHue CcOOBLEHMUA O CNUcaHumn YTO NPECTYNHUKOB
+ Yepes NUYHbIN KabuHeT AcHer NOWMBIOT

Ha ochmumanbHOM canTe 6aHkKa +« Ha MecTe B OTAeNneHuun

6aHka

« B otgeneHun 6aHka

KAK OBE3OINACUTb AEHbI'N HA CHETAX?

HUKOMY HE COOBLLAWUTE: KOOOBOE CJ1OBO
« CPOK AENCTBUA KapTbl U TPEX3HaYHbIA KOA Ha3bIBaNTE TONBKO COTPYAHUKY BaHKa,
Ha ee o6opoTHon cTopoHe (CVV/CVC) Korda camu 3BOHUTE Ha ropsa4vyito
NUHUIO

« NAaponu N Koabl U3 yBeaOMNEHWUA
* NOrUH U Napo/b OT OHNaH-0aHKa

HE NYB/IMKYWUTE Q =
nepcoHanbHble AaHHble B OTKPbLITOM AOoCTyne AHK HE KoMReHCupyer
norepu, ecnv Bbl Hapywuwnu

npasuna 6esonacHoro
MCNONb30BaHUA KapTbl

YCTAHOBUTE
aHTMBUPYCbI Ha BCE YyCTPOMCTBA

MonpobHee o npasunax 6e3onacHoOCTH ®duHaHcoBan
KynbTypa
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[Monuuuna npegynpexaaert:
OCTOPOXHO, MOLUEHHUKM!

Llenb 3nOyMbILLNEHHNKOB - 3aBMafaeTb 0OMaHHbIM MyTeM AEHEXHbIMU CPEACTBAMY
XepTBbl. Hanbonee pacnpocTpaHeHHbI cnocod AEeNCTBUA 3MOYMbILSIEHHUKOB — 3TO
pasfnnyHble MaHUNyNAUMnU ¢ GaHKOBCKUMM KapTamu NOTEPNEBLUMX, B pe3ynbTaTe KOTOPbIX
OEHbM XepTB CMUCHIBAKOTCA C UX cYeToB. [1na peanusauum nogobHbIX CXEM MOLUEHHUKY
NpeacTaBnsATCs NOTEPNEBLUNM COTPYAHMKaMK BaHKOB 1 COOBLLAKT UM MHGOPMALMIO, MO
KOTOPOM YerioBeK BbIHYXOEH B KpaTyanlLmMm 0TPe3oK BPEMEHM, HE MMEeS BO3MOXHOCTM Ha
aHanua u obaymbiBaHWe CUTyauuu, NPUHUMATL OLWMOOYHbIE PELLEHUS: HanpuUMep,
COOBLLMTL NUH-KOA KapTbl UM NApOnb, NPULLEALINA HA TENEOH.

K coxaneHuo, 3MOYMbIWIEHHUKA NPOAOMKAKT MCMONb3oBaTb M Takue OaBHO
W3BECTHblE TWUMbl MOLIEHHWYECTBA, KaK 3BOHKM C co0bLeHnaMM o nonaswux B [T
POACTBEHHMKAX, Yrpo3e YrofnoBHOrO MpecnenoBaHnst Bnnskux 3a skobbl COBEPLUEHHOE
UMK npoTueonpaBHoe dencteue. I 4tobbl M3bexaTb OTBETCTBEHHOCTU, HEOOXOAMMO
HEMeZIEeHHO 3annaTuTb ONpPeaeneHHY0 OEHEXHYIO CYMMY.

CoTpyOHWKM nonmvuuMu  NpU3bIBAOT Xutenen ObiTb Oonee OAUTENbHLIMM,
OCTOPOXHbIMW M HW B KOEM Cyyae He nepeaaBaTb AeHbMM HE3HaKoMLUaM, He coobulaTb
UM HOMEpa CBOMX DAHKOBCKMX KapT W Naponu, APYrylo NUYHY0 MHGOpMaLMIo, a Takke
NPOCAT nomoraTb CBOMM MpecTapenbiM POANUTENsM K coceasam, npu HeobxoaumocTy
NPOKOHCYNbTUPOBATL MX O Npuemax paboTbl BAHKOBCKUX COTPYAHWUKOB, AEUTHCA C HAMK
CBOMM oOnmblIToM. He 6yabTe  paBHOAOYWHbLIMKW, HEMEASieHHO coobuwainTe B
TeppuTOpUanbHble NPaBOOXPaHUTENbHbLIE OpraHbl 0 NOACBHbIX dhakTax.

[TpegnaraeM NOCMOTPETb BUAEO MO AAHHOW TEME:
https://youtu.be/DzoqtM5JJIRE
https://youtu.be/dWtVkA3Q1Y0
https://youtu.be/Fc9gORhfWIs
https://youtu.be/3eu-nnwtl2w
https://youtu.be/ySMs2rfKaOU
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