UH®OPMAIIMOHHAS AMSITKA
TSI OBYUYAIOLUXCS JJ151 PASMEIIEHUS
HA O®UIUAJILHBIX UHTEPHET-PECYPCAX

C KaXIpIM TOJIOM MOJIOJIC)KM B MHTEPHETE CTAHOBUTHCA OOJbINE, a IIKOJIBHUKH OJHH M3
CaMbIX aKTHMBHBIX MOJb30Barenen PyHera. Mexay Tem, HOMHMO OrPOMHOIO KOJHMYECTBA
BO3MOYKHOCTEM, HHTEPHET HECET M MPOOJIeMbl. DTa MaMsTKa J0KHA TTOMOYb Tebe 6e30MmacHo
HaXOJIHUTHCS B CETH.

KoMnbroTepHbie BUPYChHI

KoMmbroTepHslid BUPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX MPOrpamM, OTIUYUTEIbHON
O0COOEHHOCTBIO KOTOPOM SIBIISIETCA CIIOCOOHOCTh K pa3MHOXKEHHIO. B jomonHeHue kK aTomy,
BUPYChl MOTYT TMOBPEAUTh WJIH T[OJHOCTbIO YHHYTOXHUTh Bce (Dailliel M JTaHHBIE,
MOJKOHTPOJIbHBIE TOJIB30BATEN0, OT HMMEHHM KOTOpOro Oblia 3alylleHa 3apakKeHHas
IIporpamma, a TakyKe MOBPEINUTh WIHM JaXXE€ YHUUYTOKUThH OIEPALMOHHYIO CHCTEMY CO BCEMHU
(aiinamu B 1eaoM. B OoNbIIMHCTBE ClTydaeB paclpOCTPAHAIOTCS BUPYCHl YePE3 HHTEPHET.

MeToabl 3alIIUTHI OT BPEAOHOCHBIX MPOrpaMMm:

1. HMcnone3yli COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, MUMEIOIIUE CEPHE3HBIA YPOBEHb
3aIIMUTHI OT BPEAOHOCHBIX MTPOTPAMM;

2. TloctossHHO ycTaHaBiuBail matuu (UUQPPOBBIE 3aIUIATKH, KOTOPHIE AaBTOMATHYECKU
YCTAHABJIMBAIOTCS C I1EIbI0 JOpabOTKM MpOTrpaMMbl) M Jpyrue OOHOBJICHHUS CBOECH
ornepanuoHHoi cuctembl. CKaunMBail MX TOJIBKO C ouIMaIbHOTO caiita pazpadborunka OC.
Ecnu cymiecTByeT pexxuM aBTOMaTHYECKOTO OOHOBIIEHUS, BKIIIOUH €T0;

3. Paboraif Ha cCBO€M KOMITBIOTEPE MO/ IIPaBaMU MOJIB30BATEN, & HE aJIMUHUCTPATOpPa. ITO
HE TIO3BOJIUT OOJBIIMHCTBY BPEJOHOCHBIX TMPOrpaMM HWHCTAUIMPOBATHCS HAa TBOEM
MepPCOHAILHOM KOMIIBIOTEPE;

4. Mcnonb3yil aHTUBHPYCHBIE NPOTPAaMMHBIE IPOAYKTHI W3BECTHBIX NPOWU3BOAUTEIEH, C
aBTOMATUYECKUM OOHOBJICHHEM 0a3;

5. Orpannub pU3NYECKUN JOCTYI K KOMIIBIOTEPY AJIS IOCTOPOHHUX JIUIL;

6. Ucmonp3yit BHENIHWE HOCUTENM MH(POpPMAIlUU, TaKhe Kak Quiemika, TucK win (aitn u3
WHTEPHETA, TOJIBKO U3 IPOBEPECHHBIX HCTOYHUKOB;

7. He oTKpbIBaii KOMIIBIOTEPHBIE (Pailsibl, MOTYyYEHHBIE U3 HEHAJEKHBIX HICTOYHUKOB. [laxe Te
(aiibl, KOTOpbIE MPUCIIAT TBOW 3HAKOMBI. Jlydllle yTOYHHU y HETO, OTIPABIISUI JIM OH T€OE UX.

Cerun WI-FI

Wi-Fi - 370 He BHJI mepeaaun JaHHBIX, HE TEXHOJIOTHS, a BCero JInb OpeH 1, mapka. Emie B
1991 roxy Huaepnanackas kommnanus 3apeructpuponana opena "WECA", uto o603Hauano
cinoBocouetanue "Wireless Fidelity", koTopsrit nepeBoauTcs Kak "0ecrnpoBoHAsS TOUHOCTD'.
Jlo Hamero BpeMeHHM Jomnuia apyras abOpeBuaTypa, KOTOpas SBISIETCS TakoW ke



TexHojoruen. Iro abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue OBLJIO JAaHO C HAMEKOM Ha
CTaHJapT BhICIICH 3ByKOBOM TexHuku Hi-Fi, 4To B mepeBoe o3HavaeT "BhICOKast TOYHOCTh'".
Ja, OecruiaTHBIA MHTEPHET-IOCTYI B Kade, OTeNsAX MU a’ponoprax SBISETCS OTIMYHON
BO3MOXHOCTBIO BbIXOJIa B MHTEepHET. HO MHOrME 3KCHepThl CYUTAIOT, YTO OOIIEAOCTYITHBIC
Wi-Fi cetn He SBIISIOTCS 0€30TTaCHBIMH.

CoBeTbl 10 6€30MaCHOCTH PadOTHI B 0011e10CTYNHBIX ceTsax Wi-fi:

1. He nepenasaii cBoro nmuunyto uHbopmaiuio yepes oomenoctynusie Wi-Fi cetu. PaboTas B
HUX, )KEJIATEIHHO HE BBOJUTH MAPOJIU JOCTYTA, JOTUHBI M KaKHe-TO HOMEPA,

2. Hcnonb3yih m OOHOBISH aHTHBUPYCHBIC TMpOTpaMMbI W OpaHamayep. TemM cambIM Tbl
obOe3omnacuillb ce0s OT 3aKauKu BUpPyca Ha TBOE YCTPOMCTBO;

3. [Ipu ucnonwszoBanun Wi-Fi otkimroun pynkiuio "OOmuit foctyn K Qaitinam u npuHTepam'.
JanHas GyHKIHS 3aKphITa MO0 YMOTYAHHUIO, OJTHAKO HEKOTOPHIE TOJIb30BATEI aKTUBUPYIOT
ee /I yno0CTBa UCIIOJIb30BaHUs B paboTe Win y4eoe;

4. He ucnions3yit nyonmunsii WI-FI 11t nepenaun TMYHBIX JaHHBIX, HAIPUMED, JJI BBIXOJ1a
B COLIMAJIBHBIE CETU WIH B 3JIEKTPOHHYIO II0UTY;

5. Ucnonw3yit Tonbko 3amuiiennoe coeaunenue uepe3 HTTPS, a ne HTTP, T.e. npu HaGope
BeO-aapeca BBoau umeHHo "https://*;

6. B moOunsHoM Tenedone otkioun pyHkuuio "Toakmoyenne k Wi-Fi aromatnuecku'. He
JOITyCKall aBTOMAaTHYECKOT0 MOJKIII0UEHUs yeTpoicTBa K ceTsiMm Wi-Fi 0e3 TBoero cornacusl.

ConuaJjbHbIe CeTH

ConuanabHbIe CETH aKTHBHO BXOMST B HAIy JKW3HB, MHOTHE JIFOJA PA0OTAIOT M KUBYT TaM
mocTosiHHo, a B Facebook yke 3apernctpupoBaH MUJUIHAP YEJIOBEK, YTO SIBIISICTCS OJHOM
CeIbMOM BCEX KUTEJEH TIaHeThl. MHOTHE IMOJIb30BaTE I HE TIOHUMAIOT, YTO MHGOpMAaIIus,
pa3MeIeHHass UMH B COITMATBHBIX CETIX, MOXKET OBITh HalJICHA ¥ MCTIOJIb30BaHa KEM YT'OJTHO,
B TOM YHCJIe HE 0053aTeJIbHO ¢ 0JJaruMy HaMEPEHUSIMH.

OcHOBHBIE COBETHI MO 0€30IMACHOCTH B COIIHAJIBLHBIX CeTAX:

1. Orpannyb CIUCOK JIpy3ei. Y TeOs B IPy3bsiX HE JOJIKHO OBITh CIIyYalHBIX WU HE3HAKOMBIX
JIIOJICH;

2. 3amuinai cBOIO YacTHYIO *U3Hb. He yka3biBail mapomu, TenedoHsl, aapeca, 1aTy TBOETO
POXKICHUS U IPYTYIO JINYHYIO HH(GOPMALIKIO. 3J0YMBIIUIEHHUKH MOTYT MCIOJIb30BaTh Jaxe
MH(}OpMAIUIO O TOM, KaK Thl U TBOM POJAUTEIN MJIAHUPYETE TPOBECTH KAHUKYIIBL;

3. 3amuiiail CBOIO peryTaIuio - AepKU €€ B YUCTOTE U 3a/1aBail cebe BOMPOC: XOTEN OB THI,
94TOOBI JIPyrye MOJIb30BATEeIIM BUJICTH, UYTO THI 3arpyxaecmib? [logymaii, mpexae yeM 4To-To
OMmyOJIMKOBATh, HATTUCATh U 3aTrPY3UTh;

4. Eciii TBI TOBOPHILB C JIFOAbMH, KOTOPBIX HE 3HACIIb, HE MCIOJIb3YH CBOE PEAILHOE UM U
APYTYIO TUYHYIO HHPOPMAIH: UMsI, MECTO KUTEJIbCTBA, MECTO y4eObl U MpoUee;



5. U36erait pasmenienus ¢gotorpaduii B UHTEpHETE, T/I€ THI M300paXKEH HA MECTHOCTH, IO
KOTOPOH MOKHO OTIPEICITUTh TBOE MECTOIIOJIOKEHUE;

6. Ilpu peructpanuu B COLMAIBLHOM CETH HEOOXOIUMO HCIIOJIB30BATh CIIOKHBIE MapoJu,
cocTosiue u3 OyKB U IU(dp U ¢ KOJMYECTBOM 3HAKOB HE MEHEE §;

7. Jlns coumanbHOM CETH, MOYTHl M JPYIMX CAMTOB HEOOXOAMMO HCHOJb30BaTh Pa3HbIE
napoiu. Toraa ecnu Te0s B3JIOMAIOT, TO 37I0yMBIIUIEHHUKH MOTYYaT JOCTYII TOJIBKO K OTHOMY
MECTY, a HE BO BCE Cpasy.

DJIEeKTPOHHBbIE IEHbI'H

DONEeKTpOHHBIE JEHBIM - 3TO OYEHb YAOOHBIM CMOcOo0 MaTexed, OJHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPBIE XOTAT MOJYUYUTh ITH ICHBI'U. DJIEKTPOHHBIC ICHBI'Y MTOSIBUJIUCH COBCEM
HEJIaBHO U KIMEHHO M3-3a 3TOT0 BO MHOTMX I'OCYIapCTBaX /10 CUX MOP HE MPOIMUCAHO MPO HUX
B 3aKkoHax. B Poccum ke OHM (PYHKIIMOHHMPYIOT U O HUX Y€ IPOIKCAHO B 3aKOHE, TI€ UX
pa3lensoT Ha HECKOJbKO BUJOB - AHOHHMHBIE M HE AHOHMMHBIE. Pa3HHMIIA B TOM, 4YTO
AHOHMMHBIEC - TO T€, B KOTOPBIX pa3perniaeTcsi MPOBOJUTH Onepanuu 0e3 uiaeHTUPUKAINH
MOJIb30BATENs], & B HEAHOHMMHBIX MIEHTU(UKAIUS MOJIb30BATENS SBISETCA 00sA3aTEIbHOM.
Taxxe ciemyer pasznuyaTh SJICKTPOHHbIE (UATHBIE JEHBIM (pPaBHBI TOCYJApPCTBEHHBIM
BaJIIOTaM) U AJICKTPOHHBIE He(UATHBIC IEHbIU (HE paBHBI TOCYAapPCTBEHHBIM BAIIOTAM).

OcHoBHbBIE COBETHI M0 0€30MAaCHOIi padoTe ¢ JIeKTPOHHBIMH TeHbIAMM:

1. TlpuBsku K cueTy MOOWJIBHBIN TeneoH. DTO camblii yAOOHBI M OBICTPBIM CcHOCOO
BOCCTAHOBUTH JOCTYyN K cuery. [IpuBsizanHbiii TenedoH moMoxeT, eciu 3alynelrb CBOM
TJIATEKHBIN MTApOJIb WK 3alICIIb HA CAUT C HE3HAKOMOI'O YCTPOWCTBA;

2. Ucnonb3yit onHOpa3oBkie naposu. [locie nepexosa Ha yCUIICHHYIO aBTOPU3AIIHNIO Te0e yKe
He Oy/IeT YIrpOKaTh OMACHOCTh KPaXKH MU MIEpeXBaTa MIaTeHOTO Mapois;

3. BoiOepu cioxHblid nmaposib. [IpecTtynHukaMm Oyner He MpPOCTO yrajaath CIOKHBIA MapoJb.
HanexHbie nmaposiv - 3T0 napojiu, KOTOpbIEe COIepkKaT HE MEHee § 3HAKOB U BKJIKOYAIOT B Ce0s
CTPOYHBIE U MPOMUCHBbIE OYKBbI, TPl U HECKOJIBKO CUMBOJIOB, TAaKHE KaK 3HAK J0JuIapa,
¢byHTa, BOCKJIMIIATEIbHBIN 3HaK U T.11. Hampumep, $tROng!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE IOBEPSIEIIb.

DJICKTPOHHAA MOYTa

DNeKTpOHHAS TI0YTa - 3TO TEXHOJIOTHS M TPEIOCTABISEMbIC €0 YCIYTH IO TMEPEChUIKE H
MOJTyYEHHUIO JIEKTPOHHBIX COOOIICHH, KOTOPHIE paclpeAesastoTCsS B KOMIIBIOTEPHOU CETH.
OOBIYHO  DJIGKTPOHHBIM  TIOYTOBBIM  SIIIUK  BBITJSAUT  CICAYIONAM  00pa3oMm:
UMS_TTOJIB30BaTESI(@UMS_TToMeHa. Takke KpoMe Iiepenadd IMPOCTOrO0 TEKCTa, HMEETCS
BO3MOKHOCTh TIepe/1aBaTh (pailyibl.

OcHoBHBIE COBETHI 10 0€30MACHOI padoTe ¢ JJIEKTPOHHON MOYTOM:



1. Hamo BbIOpaTh NMpaBWIbHBIM MOYTOBBIM cepBUC. B MHTEpHETE €CTh OrpPOMHBIN BBIOOP
OeCIUTaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYUIIle JOBEPATHh TEM, KOTO 3HACIIH U KTO TIEPBBI
B PEUTHHTE;

2. He ykaspiBail B JAMUYHON mouTe JU4YHYI0 HHpopMmaruio. Hampumep, mydie BbIOpaTh
"My3bIKaIbHBIN (aHaT@" win "pok2013" BMecTo "Temal3";

3. Ucnonp3yil ABYX3TANHYIO aBTOPU3ALUI0. DTO KOTJa IOMHMO MapoJisd HY>KHO BBOJIUTH KO/,
IPUCHUIAEMBIN 10 SMSS;

4. BoiOepu CII0KHBIH aposib. st Kaxa0ro OYTOBOTO SIIHUKA TOJKEH ObITh CBOM HAJICAKHBIH,
YCTOWYMBBIN K B3JIOMY I1apOJib;

5. Ecnu ecTb BO3MOXXHOCTH HAamucaTh CaMOMY CBOHM JIMYHBIA BOIIPOC, WCIIONB3YH ITY
BO3MOXHOCTB;

6. Vcrionb3yii HECKOIBKO MOYTOBBIX SIIIMKOB. [1epBbIii 17151 4aCTHOM MEPENUCKH ¢ apecaTtaMu,
KOTOPBIM ThI IOBEPSCIb. DTO 3JIEKTPOHHBIN aipec HE HAJI0 MCIOIb30BaTh MPU PETUCTPALIUN
Ha (hopyMax M calTax;

7. He oTkpbIiBail (paityibl U Apyrue BIOKEHUS B MUCbMax, JIa)Ke €CIU OHU MPHUIILIN OT TBOUX
napyseit. Jlydie yrouHu y HUX, OTIPABIISUIA JTU OHU TeOe 3T (ailiibl;

8. I[Tocne okoHuaHus pabOTHI HA TOUTOBOM CEPBUCE MEPE]T 3aKPHITUEM BKJIAJIKU C CATOM HE
3a0y1b HaXaTh Ha "BeritTu".

Ku0epOy/LuIMHT, HJIM BUPTYAJbHOE U31€BATEIbCTBO

KubepOymnuHr - mpeciieqoBaHue COOOIICHUSIMHU, COJIEPKAIUMH OCKOPOJICHHSI, arpecCHIo,
3aMyTUBaHUEC; XYyJIWTAHCTBO; COIMAIBHOEC OOMKOTUPOBAHWE C TOMOIIBIO Pa3TUIHBIX
WHTEPHET-CEPBHCOB.

OcHoOBHBIE COBETHI 10 00pHOE ¢ KHOEPOYJIIMHIOM:

1. He Opocaiics B 60ii. JIydiumii crioco0: mocoBETOBaThCA Kak ceOsl BECTU U, €CJIA HET TOT0, K
KOMY MOXKHO OOpaTUThCSA, TO BHAUaje YCIOKOWThbCS. Eciam Tl HaYHENb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJICHHS, TO TOJIBKO €111e OOJIBITIE Pa30XKKEITh KOHPIUKT;

2. Ynpasnsii cBoei kubeppermyTaiue;

3. AHOHUMHOCTh B ceTd MHHMas. CylIecTBYIOT CHOCOOBI BBISICHUTh, KTO CTOUT 3a
AHOHUMHBIM aKKAYHTOM,;

4. He cTouT BecTH XyJIUTaHCKUN 00pa3 BUPTyalbHOU *Ku3HU. UHTepHET (PUKCUPYET BCE TBOU
JICHUCTBUA U COXpaHSET UX. Y IaTuTh UX Oy/IeT KpaliHe 3aTPyAHUTEIBHO;

5. Cobmro1ail CBOIO BUPTYAJIbHYIO YUCTOTY CMOJIONY;

6. UrHopupyii equHuuHbld HeratuB. OIHOpa30Bble OCKOPOUTENbHBIE COOOIECHUS JTy4Yllle
UrHopupoBaTh. OOBIYHO arpeccusi mpeKpaliaeTcs Ha HauaabHOW CTaNu;

7. ban arpeccopa. B nporpamMmmax 00OMeHa MTHOBEHHBIMH COOOILIEHUSMU, B COLIUATIBHBIX CETSIX
€CTh BO3MOXXHOCTb OJIOKHPOBKH OTIIPABKU COOOIIEHUI C OMPEIeIEHHBIX apECOB;



8. Ecnu b1 cBUeTeNb KubepOyiuinHra. TBOM IeWCTBUS: BBICTYIIUTh IPOTUB MpeCIe0oBaTes,
MI0Ka3aTh €My, YTO €ro JEUCTBHUS OLEHUBAIOTCS HEraTUBHO, MOJJEPKATH KEPTBY, KOTOPOI
HY>KHa TICUXOJIOTUYECKAsl TIOMOIIlb, COOOIIUTH B3POCIBIM O (PAKTE arpeCCUBHOTO MOBEICHMUS B
CETH.

MoOuabHBIN TeaedoH

CoBpemenHble cMapT(HOHBI U TUIAHIIETHI COAEPKAT B ce0e BIIOJIHE B3POCIbIN (PYHKIIMOHAT, U
Ternepb OHU MOTYT KOHKYPHUPOBAaTh CO CTAllMOHAPHBIMH KoMIbioTepamu. OJHAKO, CPEACTB
3aIUTHI U1 TOJOOHBIX YCTPONCTB MOKA OYEeHb Masio. TecTupoBaHue U MOUCK YSI3BUMOCTEH B
HUX TPOUCXOAMUT HE Tak MHTeHcHBHO, kak 1 [IK, To ke camoe xacaeTcst ¥ MOOHMIIbHBIX
npunoxxeHuil. CoBpeMeHHble MOOMIIbHBIE Opay3ephl YK€ MPAKTUUECKHU JOTHAIU HACTOJIbHbBIE
aHaJIOTH, OJIHAKO pacliupeHue (yHKLIMOHAJa BJEYET 3a COOOM OOJBIIYI CIO0XHOCTh U
MEHBIIIYI0 3allMIIeHHOCTh. JlaJeko He Bce MPOU3BOAUTENM BBIMTYCKAIOT OOHOBJICHHUSA,
3aKpbIBAIOLINE KPUTUUECKUE YA3BUMOCTH JJIsi CBOMX YCTPOUCTB.

OcHoBHBIE COBETHI JJIA 0€30IIACHOCTH MOOUMJILHOIO Tejie(poHA:

Huuero He sBisieTcs Mo-HacToAlmleMYy OeCIUIaTHBIM. byab OCTOpOXeH, Bedb Korja Tede
npeaiaraloT OECIUIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TIJIaTHBIC YCIIYTH;

Hymaii, mpexzae yem otnpaButb SMS, ¢poTo uium Buzaeo. Trhl TOYHO 3HAENIb, I1€ OHU OYIyT B
KOHEYHOM HTOre?

Heo6xoaumo 0OHOBISTH OMEPAIMOHHYIO CUCTEMY TBOET0 cMapTQoHa;
Hcronp3yit aHTUBUPYCHBIE TIPOTPAMMBI JUTSI MOOMJIBHBIX TEIC(POHOB;

He 3arpy>1<aﬁ IMPUIIOKCHUA OT HCU3BCCTHOI'O HCTOYHHKA, BCIAb OHH MOI'YT COACPKATb
BpPCAOHOCHOC ITPpOIrpaMMHOC O6CCHC‘ICHI/I€;

[Tocne Toro Kax Thl BBIAEIIH C CaiiTa, TJie BBOAMII JIMUYHYIO HH(POPMAIINIO, 3ai]Ih B HACTPOUKHU
Opaysepa u yaanu cookies;

[leproauyecku npoBepsii, KAKUE IJIATHBIE YCIYTH AKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBoii HOMEP MOOWJIBHOTO TeliepoHa TOJBKO JIFOISIM, KOTOPBIX ThI 3HACIIHL U KOMY
JIOBEPSIENIb;

Bluetooth momken ObITH BBIKIIFOYEH, KOTJa Thl UM HE TOJb3yenibes. He 3a0biBaii mHOTIA
MIPOBEPSTH 3TO.

Online urpsi

CoBpeMEHHBIE  OHJIAWH-UTPBI - 3TO KPACOYHBIC, 3aXBATHIBAIOIIME Pa3BJICUYCHUS,
0OBEUHSIONINE COTHH THICSY YEJIOBEK M0 BceMy Mupy. Urpoku nccieayroT JaHHBIN UM MUD,
0O0II1at0TCS IPYT C IPYTOM, BBITIOJHSIOT 3aJaHHs, CPAKAIOTCS C MOHCTPAMH U MOJTYYarOT OIBIT.
3a yJ0BOJIBCTBHE OHU IJIATAT: MOKYIAIOT JAKMCK, OIUIAYMBAIOT A0OHEMEHT WJIU NPUOOPETAIOT
KakKue-TO onuuu. Bee atu cpeacTsa uAyT Ha NOAAEPKAHNUE U PA3BUTHE UT'PHI, a TAKXKE HA cCaMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CUCTEMbI aBTOPHU3AllMM, BBIMTYCKAIOTCS HOBBIE MATYH
(mdpoBbie 3amIaTKU 71T TPOTPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEpPBEpPOB. B momoOHBIX



Urpax CTOUT OINACAThCSl HE CTOJBKO CBOMX CONEPHUKOB, CKOJIBKO Kpa)kh TBOETO MapoJisi, Ha
KOTOPOM OCHOBaHA CUCTEMa aBTOPHU3AIMH OOJIbIIMHCTBA UTP.

OcHoOBHbBIE COBETHI 110 0€30MACHOCTH TBOEI0 HI'POBOI0o aKKayHTa:

1. Ecniu ipyroii urpok Beniet cedst m1oXo Wiv co3AaeT Tede HEMPUIATHOCTH, 3a0JIOKUPYil €To B
CIIUCKE UTPOKOB;

2. HOH(&HYﬁCH AIMHUHUCTPATOPAM HUI'PBI HA IIOXOC IIOBCACHHUC 3TOI'O HUI'POKA, KCJIATCIBbHO
IMPUIIOKUTDb KaKHUEC-TO N0KA3aTCJIbLCTBA B BUJIC CKPHHOB,

3. He yka3piBaiil 1nuHyt0 nHGOpMaIUIO B Ipodaiisie urpsl;
4. YBaxail Ipyrux y4aCTHUKOB 10 UTPE;

5. He ycranaBnuBaii HeopuimaabHbIe MTaTYU U MOJIbI;

6. McnoJib3yil CIOKHBIE U Pa3HbIE MAPOJIH;

7. Jlaxxe BO BpeMsi UTpbl HE CTOUT OTKJIK0YaTh aHTUBHpPYC. [10Ka ThI urpaemns, TBOM KOMIIBIOTED
MOTYT 3apa3HTh.

@OUIINHT WA Kpaka JUIHbIX TaHHbIX

OOBIYHOM Kpaxkel JAeHEer U JOKYMEHTOB CEroJiHs YK€ HUKOIO HE YJUBHUIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJOTUN 3JIOYMBIIIJICHHUKH TEPEMECTHUINCh B HHTEPHET, M MPOJIOJKAIOT
3aHUMAaThbCA "MFIOOUMBIM'" JIETIOM.

Tax mosiBUIach HOBas yrpo3a: MHTEPHET-MOLICHHUYECTBA WM (DUILMHT, TJIaBHAas IeJb
KOTOPOT'O COCTOMT B MOJYYEHUU KOHPUACHIMAIBHBIX JAHHBIX MOJb30BaTENEH - JJOTUHOB U
napoJieii. Ha anrnmiickom si3bike phishing unraercs kak pummnr (ot fishing - ppiOHas 0B,
password - mapoJib).

OcHoBHBIE cOBeTHI 10 00pbHOE ¢ PUIIMHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciu Thl mog03peBactiib, YTO TBOSI aHKETa ObLia B3JIOMaHa, TO
HE00X0MMO 3a0JIOKUPOBATh €€ U COOOIIUTh aIMUHUCTpATOpPaM pecypca 00 3TOM Kak MOKHO
cKopee;

2. Ucnonb3yii Oe3omacHble BeO-CaliThl, B TOM YHCJI€, HHTEPHET-Mara3uHOB M TTOMCKOBBIX
CUCTEM;

3. Vcnonw3yil CloXHBIE W pa3Hble Mapojid. TakuMm oOpa3oMm, eciau TeOsl B3JIOMAloT, TO
3JIOYMBIIICHHUKH TTOJTy4YaT JOCTYI TOJIBKO K OJJTHOMY TBOEMY MPO(UITIO B CETH, a HE KO BCEM;

4. Ecnu t1e0s B310Maiu, TO HEOOXOAUMO MPENyNpelIuTh BCEX CBOMX 3HAKOMBIX, KOTOpHIE
n00aBlIeHbI y TeOsI B APY3bsiX, O TOM, YTO T€Os B3JIOMaIU M, BO3MOXHO, OT TBOEr0 MMEHH
OyZeT pacchlIaThCsl CllaM U CChUIKM Ha (PUIIMHTOBBIE CANTHI;

5. YcranoBu HaaexHsblil napoib (PIN) Ha MOOMIIBHBIN TenedoH;

6. OTKIIIOYM COXpaHEHUE MapoJid B Opaysepe;



7. He oTkpbIBaii (aiiabl U Apyryue BIOKEHUS B MUChMAaX, J1a)K€ €CJIM OHM MPUILIA OT TBOUX
npyseit. Jlydie yrouHu y HUX, OTIPABISUIA JIU OHU TeOe 3TH (paiiib.

Iudposas penyrauus

[udpoBas pemyranusi - 3TO HEraTWBHas WIM TMO3WUTHBHAs HHQOpMAIMs B ceTu o Tebe.
Komnpomerupyromias uHpopmansi, pa3MeIieHHas B MHTEPHETE, MOKET CEPbE3HBIM 00pa3oM
OTpa3uThCs Ha TBOEH peanbHOM xu3HU. "Ludposas penmyranusa" - 3To TBOM UMUK, KOTOPBIN
dbopmupyetcst u3 uHbpopMaluu o Tebe B UHTEpHETE. TBOE MECTO JKUTENbCTBA, yueObl, TBOE
(uHAHCOBOE IOJIOXKEHHWE, OCOOEHHOCTH XapakTepa M paccka3bl O ONM3KUX - BCE 3TO
HaKaluIUBaeTCcsl B CETH. MHOrme MOAPOCTKH JIETKOMBICIEHHO OTHOCSTCS K IyOJMKaluu
an4HON uHpopmanmu B MHTEpHETe, He MOHKMMAas BO3MOXKHBIX HOCHEACTBUM. Thl Jgaxke He
CMOJKElIb JA0Tra/laThCsl O TOM, uTO (oTorpadusi, pa3MeLIeHHas 5 JIeT Ha3ajl, CTajla NIPUYMHON
OTKa3a NpHUHATH Te0s Ha padoTy. KommenTapuu, pazmenienue tTeoux (ororpaduid u Apyrue
NEUCTBUSA MOTYT HE MCUE3HYTh )K€ IOCJIE TOr0, KaKk Thl UX yJIajdullb. Thl HE 3HACUIb, KTO
COXPAHMUJ 3Ty MH(OPMaLMIO, TI0TIajia U OHa B TIOMCKOBBIE CUCTEMBI U COXPAHUJIACH JIU OHA, a
IJIABHOE: YTO MOJYyMAaroT O Te0e OKpYy KarollHe JII01, KOTOpble HAaUAYT U yBUAAT 3T0. Haiitu
MH(GOPMALIMI0O MHOTO JIET CIIyCTSl CMOXKET JH00O0W - Kak M3 JOOpBIX MOOYXKIEHUHM, Tak U C
HaMEpEHUEM NPUYUHUTH BPEJl. ITO MOXKET OBITh KTO YTOAHO.

OcHoOBHBIE COBETHI N0 3aIUTe HUPPOBOI penyTaANMu:

1. Tlogymaii, mpexae 4deM 4YTO-TO IyOJMKOBaTh W IepenaBaTh y ceOs B Ojore wiu B
COILIMAJILHOM CETH;

2. B nacrtpoiikax npo¢uis yCTaHOBH OrpaHMYEHHUS Ha MPOCMOTP TBOETO MPOQUIISL U €ro
COJIEP’KUMOT0, CAEIIAl €Tr0 TOJIBKO "I Apy3en’;

3. He pa3memaii 1 He yka3bIBail HH(POPMAIIUIO, KOTOPAst MOKET KOT0-JIMO0 OCKOPOJISATh UITH
00MXaTh.

ABTOpPCKOE MPaBo

CoBpeMeHHbIE MIKOJFHUKH - aKTHBHBIC TOJIB30BATEIN MU(PPOBOTO mpocTpaHcTBa. OmgHAKO
JIAJIEKO HE BCE 3HAIOT, YTO MOJb30BAaHNE MHOTHMH BO3MOKHOCTSIMU IIU(POBOTO MUpPa TpeOyeT
cOOJIIOICHUS TIPaB Ha MHTEJUICKTyaIbHYH0 COOCTBEHHOCTb.

Tepmun "WHTENINEKTyalbHasi COOCTBEHHOCTBH' OTHOCUTCS K pPa3IUYHBIM TBOPCHUSIM
YeJIOBEYECKOr0 yMa, HauyWHash C HOBBIX M300peTEeHUH U 3HAKOB, OOO3HAYAIOIIUX
COOCTBEHHOCTh Ha TMTPOAYKTHI W YCIyrd, W 3aKaHuuMBas KHUTamH, (ororpadusmu,
KHHO(DMIIBMaMH ¥ MY3BIKaJIbHBIMU TTPOW3BEICHUSMH.

ABTOpCKHE TIpaBa - 3TO TpaBa HAa MHTEIUIEKTYaJIbHYI) COOCTBEHHOCTh Ha TPOU3BEIACHUS
HAYKH, JINTEPATYpPhl U UCKYCCTBA. ABTOPCKHUE MpaBa BBICTYIAIOT B KAYECTBE FAPAHTUU TOTO,
YTO HWHTEJUICKTYaJIbHBIN/TBOPUECKUI TpyA aBTOopa HE OyIeT HampacHbIM, JacT €My
CIpaBeJIUBble BO3MOXXHOCTHU 3apaboTaTh Ha pe3yJibTaTax CBOEro TpyAa, IOJYYHUTh
U3BECTHOCTb U NPU3HAHUE.



Hukto 06e3 pazpemienuss aBTopa HE MOXKET BOCIHPOM3BOJIUTH €ro IMPOU3BENICHUE,
pactpocTpaHsiTh, MyOJUYHO EMOHCTPHPOBATH, IMPOJAaBaTh, MMIIOPTUPOBATH, ITyCKaTh B
poKaT, IMyOJMYHO MCIHOJHATh, IOKA3bIBATH/UCIIONHATL B 3QHUpPEe WIM pa3Melarh B
HNnTepnere.

Hcnonb3oBaHue "HHpaTCKOFO" IIporpaMMHOTO oOecrieuyeHUs MOMKET IMPUBCCTH K MHOI'NM
pUCKaM: OT IMOTCPHU AAHHBIX K TBOUM dAKKAYHTaM /10 6J'IOI(I/IpOBKI/I TBOCTO YCTpOﬁCTBa, rac
YCTaHOBJICHA HCJICTAJIbHASA IIpOorpaMma.

He crout Taxxe 3a0bIBaTh, UTO CYLIECTBYIOT JIETAJIbHBIE U OECIUIATHBIE POTPaMMBbI, KOTOPbIE
MOXKHO HalTHU B CETH.

O nmopraJie

CeteBUUOK.p( - TBOH TIABHBINA COBETUMK B CETH. 37€Ch Thl MOXKEIIb Y3HATh O 0€30IMacCHOCTH
B CETH TOHITHBIM W JOCTYIHBIM SI3IKOM, & TP BO3HUKHOBEHHHM KPUTHYECKOW CHUTYaIlHH
00paTUTHCS 32 COBETOM. A TaK)Xe MPUHATH YJaCTHE B KOHKYpCax M CTaTh CaMbIM ITU(POBBIM
rpaXxa1aHuHOM !



